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Purpose of the Incident Management Plan

Peoples Natural Gas (PNG) Incident Management Plan provides mechanisms to ensure
organized response and recovery for any unplanned major event that disrupts multiple normal
business operations, and further provides structure for managing and coordinating the company’s
four individual incident plans: Emergency Response, Business Continuity, Physical Security, and
IT Cyber Security. For the purpose of this plan, incident management encompasses:

Identification of critical business functions and a response/recovery strategy for each area
Identification of alert guidelines for the Incident Management Plan

Specific triggers to activate levels of the Incident Management Plan

Team member descriptions, typical tasks, and team conference call agenda

Promulgation for Incident Management Plan

The Incident Management Plan was last updated August 21, 2023
The Incident Management Plan should be exercised once a year no later than Dec. 15
Changes to the plan should be tracked using the chart below

Peoples Natural Gas Incident Management Plan 3
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Document Revision History

Date Approved by: Description

7/15/2016 Kevin Turkovich Updated plan due to reflect new organization
structure and employee retirements

1/25/2017 Kevin Turkovich Clarified roles, responsibilities, and authorities
as recommended by external counsel.
Improvements identified in tabletop exercise.

2/15/2017 Kevin Turkovich Additional updates as recommended by
external counsel

7/28/2017 Kevin Turkovich Plan review and team/ general updates

1/23/2018 Kevin Turkovich Miscellaneous updates

12/28/18 Kevin Turkovich Team member updates and separation of

duties guidelines

11/4/2019 Kevin Turkovich Miscellaneous updates, add ARCO activation
process
4/17/2020 Kevin Turkovich Miscellaneous updates including Region 13
contact information
5/3/2021 Kevin Turkovich Miscellaneous updates including Region 13
contact information
12/6/2021 Kevin Turkovich Miscellaneous updates
8/15/2023 Travis Bittner Contact updates
4 Peoples Natural Gas Incident Management Plan
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Incident Management Team Organization Chart

Incident Manager

General Counsel

Safety Officer Communications Officer

Regulatory Officer

IT Cyber Security
Manager

Emergency Response Business Continuity Physical Security
Manager Mananger Manager

Peoples Natural Gas Incident Management Plan 5
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Incident Management Team Roster

Position Representative Representative Representative
Incident Manager Paul Becker Ron King Ed Palombo
General Counsel Mike Turzai Jennifer Petrisek Meagan Moore
Safety Officer Chad Ravotti Jared Long Paul Pantages
Communications Officer | Nick Paradise Rebecca McArdle Jeanne Russo
Regulatory Officer Bill Roland Dave Kralle
Emergency Response Don Zombek Bob Thomas Randy Ciotola
Manager
Business Continuity Paul Becker Ron King Luke Ravenstahl
Manager Ed Palombo
Physical Security Manager | Mark Pietrone William Schade David Ackerman
Cyber Security Manager John Childers Michael Cammarata | Jason Chrisopher
Risk Management Blake Potter Travis Bittner

6 Peoples Natural Gas Incident Management Plan
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Plan Process - Triggers, Event Levels, and Position Task Lists

Specific Triggers for Activation of Plan
e Natural disaster affecting multiple company locations (tornado, flood, etc.)
e Fire atcompany facility
e Loss of multiple Information Technology systems due to cyber security issues or
equipment/software malfunction
e Wide-spread pandemic affecting employee attendance
e Bomb threat
e (s emergency
e Terrorist threat or attack/sabotage crisis
o Utilize the National Terrorism Advisory System (NTAS) to trigger. The NTAS
has two levels, Elevated Threat Alertand Imminent Threat Alert.
= An Elevated Threat Alert warns of a credible terrorist threat
= AnImminent Threat Alert warns of a credible, specific and impending
terrorist threat

Incident Management Event Assessment

The nature and severity of the security event must be evaluated to determine the required
response, coordination and resources required. Assessment of an Incident Management event is
based upon:

e Employee and public safety

e Operational impact

e (Geographic areas involved

e Facilities affected

e Critical infrastructure affected

Peoples Natural Gas Incident Management Plan 7
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Plan Process - Triggers, Event Levels, and Position Task Lists

Incident Management Alert Guidelines

Incident Management events are normally classified into two categories: single plan events or
multiple plan events. As such, the level of activation will be determined based on these two

categories:

e Single plan events could require only one plan to be activated; however, dependent on the
severity of the single event, parts of other plans might need to be activated.

e Multiple plan events could require multiple plans to be activated, as well as the Incident
Management team. There may be instances where a plan manager could be activated as part
of the Incident Management team, but his/her respective plan is not put into action.

e Use the chart below and on page 6 as a guideline for activation

_~ Single Small Scale Event N
/ o Significant gas emergency
y or
[ e One Operations shop unavailable due
| to flooding etc.

or
\o Single floor of a North Shore building

Single Large Scale Event
e Major gas emergency

/ or
| e One North Shore building unavailable
| or

e Major Security event

Peoples Confidential

Incident Manager is notified

Incident Manager activates the appropriate
plan and Manager

Activated plan manager is responsible for
entire event

Incident Manager stands down

Incident Manager is notified

Incident Manager activates the appropriate
plan and Manager

Activated plan manager is responsible for
executing the plan and keeping Incident
Manager informed

Incident Manager remains activated

Incident Manager is notified

Incident Manager activates the appropriate
plans and Managers

Activated plan managers are responsible for
their plan areas

Incident Manager activates the entire
Incident Management team

Incident Manager remains activated
throughout the event(s)
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Incident Management Alert Guidelines
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Incident Management Team Conference Calls and Agenda

Once the Incident Management Team has been activated, the Incident Manager should schedule
a conference call with all team members. The number for the conference call is x7950 (internal)
or 1-800-499-1133 (external) with the passcode 713156. Each team member should be alerted to
this call via telephone and email. The Incident Manager should use the agenda (Appendix 1M-1)
of this plan as a guideline for leading the calls, and use the gathered information as a resource to
manage and memorialize the event. Calls should be scheduled for the duration of the event. In
the case that our internal Audio Conference Bridge is out of service, an external Teleconference
service has been setup through AT&T. The AT&T TeleConference Bridge created for Peoples
Gas is as follows: Toll-free Conference #: 1-888-204-5987; Access code: 6979957, Host
password: 9738

The Incident Management team has two meeting areas: The Peoples Gas Board Room at North
Shore, and Pitt St.

If North Shore becomes unavailable, there are vacant offices on the 2n floor at Pitt St. for
company executives’ use.

10 Peoples Natural Gas Incident Management Plan
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Incident Management Plans - Manager Activation Process

Incident Manager Activation:

When an event occurs, the Incident Manager will be notified by either the Operations Center, or
one of the plan managers.

Operations Center Notification:

When a call is received by control room personnel, the person taking the call/report will record
the information on Incident Management Event Initial Report Form. They will then notify the
Incident Manager (Using the call information on the form). The Incident Manager will then
decide if a plan needs to be activated, and will contact the appropriate plan manager who will
then activate their plan.

Incident Manager Notification from a Plan Manager:

When anevent occurs and a plan manager is aware of the situation and feels it is necessary to
immediately activate their plan, they may self-activate, and then notify the Incident Manager.

Business Continuity, Cyber Security, Physical Security and Emergency Plan Manager
Activation:

Plan managers and their plans can either be activated by the Incident Manager, or canself-
activate if the situation warrants. In the event of a plan manager self-activation, he or she must
notify the Incident Manager that their plan has been activated.

Separation of Manager Roles When More Than One Plan is Activated:

When an individual plan has been activated and the need arises to then activate the Incident
Manager, the following procedure will be used to ensure effective separation of duties.

If the current activated plan manager is also the primary or first to be contacted Incident
Manager, he or she should assume the Incident Manager role and then transfer the current plan
manager responsibilities to the next in line person for the currently activated plan. Alternatively,
the Incident Managers can also discuss, and then decide the best course of action for filling the
roles.

Peoples Natural Gas Incident Management Plan 11
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Incident Manager/Plan Manager Activation Senarios

Incident Manager Activates Plan Manager Plan Manager Self Activation

Plan Manager is aware of a
situation or incident that requires
immediate individual plan
activation (Business Continuity,
Cyber Security, Physical Security
or Emergency Plan)

Event has occurred, Operations
Center receives call

Operations Center notifies
Incident Manager

e Plan Manager notifies Incident
Manager that their plan has been
activated
Plan Manager provides ongoing
updates to the Incident Manager

Incident Manager activates
appropriate Plan Manager(s)
Plan Manager(s) provide ongoing
updates to the Incident Manager

12 Peoples Natural Gas Incident Management Plan
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Using ARCOS to Activate Incident Management Teams

When a plan manager needs to activate a specific Incident Management team (Incident
Management, Business Continuity, Cyber Security, Physical Security or Emergency Response),
the plan manager has the option of using the ARCOS callout system to quickly call all team
members at once. The plan manager will call the Operations Center at 1-800-764-0686 and:

e Tell them which team(s) needs to be mobilized

e Provide the message to be delivered

e Instruct the agent to send the message to all recipients via automated phone call AND
email

e If scheduling a meeting or conference call, instruct the agent to send anemail to the plan
manager with a Response Report indicating which team members plan to participate
Please note, the Business Continuity team has two rosters in ARCOS:

e Business Continuity Core Team
e Business Recovery Leads

Peoples Natural Gas Incident Management Plan 13
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Decision Making and Communication

When directing incident response activities, the Managers of the Emergency Response, Business
Continuity, Cybersecurity, and Physical Security plans must escalate any decisions beyond their
authority to the Incident Manager, who will consult with the executive team. The executive team
consists of the CEO and his/her direct reports, and should be consulted with on the following
types of matters:

e Life safety of employees, customers, and suppliers

e Financial loss in excess of $250,000

e Loss of sensitive data

e Extended service outage

e Legal liability

e Regulatory violation

e Harm to the Peoples brand image

e Public announcements

e Incidents deemed reportable to federal, state, or local authorities

Decisions will be made by the CEO in consultation with his/her direct reports. All decisions,
directives, communications to employees will flow from the CEO to the Incident Manager and
then to the relevant plan Managers. The Managers will inform their teams. In situations where
actions need to be taken by employees who are not members of one of the response teams, the
appropriate Coordinator will communicate the directive to the relevant functional manager
within the organization. This information flow can take the form of face-to-face discussions,
phone calls, conference calls, emails, recorded messages on the Employee Emergency Hotline
and PeoplesPlace, depending on the nature and urgency of the message.

Employee Alerts and Updates

When necessary, employees will receive a text message alerting them an event has occurred and
providing notification where to go for more information.  Also, the employee hotline (800-499-
1188) will be updated as necessary during an event.

14 Peoples Natural Gas Incident Management Plan
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Incident Manager
Position Description and Typical Tasks List

The Incident Manager is the key leader in all aspects of the management of Peoples’ four
Incident Management Plans — Emergency Response, Business Continuity, Physical Security, and
IT Cyber Security. In this role, the Incident Manager will oversee and coordinate all response
and recovery efforts during events that prevent the company from operating in a normal manner.
Once such an event occurs, the Incident Manager will activate the necessary company Incident
Management Plan(s), as well as serve as the conduit between company senior management and
the plan managers.

Typical Tasks:

O Assess the event and determine the severity

O Activate the appropriate company Incident Management Plan in response to an event

O Manage and assign all Incident Management Team managers activities

O Schedule and lead all Incident Management Team conference calls/meetings

O Resolve conflicts between the plans and resource requirements

O Schedule Incident Management team members’ rotation schedules, as necessary

O Create recovery plans for eachincident or event

O Ensure all team members have the necessary personnel to achieve recovery and response
efforts

O Ensure all recovery deadlines are realistic and able to be met, and if not, update the
deadlines as necessary

O Approve any recovery deadlines and return to normal schedules received from the
various plan managers

O Communicate event status, response and recovery status and other necessary information
to the company’s executive team

O Coordinate with Communications Officer to provide information to be disseminated to
internal and external audiences, as necessary

O Maintain event logs and ensure team members are also completing required forms

Peoples Natural Gas Incident Management Plan 15
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Position Description and Typical Tasks List

The General Counsel, reporting to the Incident Manager, is responsible for working with the
entire team to understand the nature of the event, monitoring and evaluating all activities for
legal implications, and advising the Incident Manager on actions to be taken to ensure the
Company’s legal interests are protected.

Note: In events where more than one emergency plan is activated, and the Incident Manager is
actively prioritizing and coordinating the activities of resources across multiple plans, the
General Counsel reports to the Incident Manager so they can advise on legal-related matters
across all active plans.

Typical Tasks:

O Actas an advisor to the Incident Manager during an event

O Ensure appropriate use of the attorney-client privilege to protect PNG’s interests during
investigation and remediation efforts in response to an incident, including the ability to
protect communications with and the deliberations of the executive team

O Advise when to interact with law enforcement, and manage the interaction with law
enforcement to avoid unintentionally exposing PNC to liability

O Advise of any federal, state and regulatory notification laws that may be implicated by a

breach

Advise of any regulatory reporting obligations

Ensure availability of insurance coverage and advise of steps necessary to preserve

coverage

Advise of contractual obligations PNG may owe third parties as a result of an incident

Assess PNG’s various legal and contractual obligations to its employees

Assess whether third parties may be legally obligated to PNG as a result of an incident

aa

aaad
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Position Description and Typical Tasks List

The Safety Officer, reporting to the Incident Manager, is a key member of all of Peoples’
Incident Management plans, and is responsible for monitoring and evaluating all operations for
hazards and unsafe conditions, and developing measures for assuring all personnel and the public
are safe during the event.

Note: In events where more than one emergency plan is activated, and the Incident Manager is
actively prioritizing and coordinating the activities of resources across multiple plans, the Safety
Officer reports to the Incident Manager so they can advise on safety-related matters across all
active plans.

Typical Tasks:

O Actas an advisor to the Incident Manager during an event

O Actas an advisor to the appropriate plan manager and employees on all safety related

matters during an event

Oversee all evacuation plans and related mustering areas during an event that requires

evacuation of company employees

Assure all company personnel are in compliance with company and OSHA safety rules

Complete and submit any OSHA reports, as necessary

Conduct in-house and field safety inspections during an event, as necessary

Serve as a liaison with EMTs/paramedics at any on-site incident

Serve as a liaison with hospital personnel in the event of injury to employees, tracking

conditions of said personnel

Record and report to the appropriate plan manager any injuries to or fatalities of

employees or the general public that are related to the event

O Coordinate with Communication Officer to communicate necessary safety messages to
employees

O Maintain logs of any safety incidents and hazardous material events

aaooaa Q

Q
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Communications Officer
Position Description and Typical Tasks List

The Communications Officer is responsible for communicating event status as the primary
corporate spokesperson — both internally and externally —to necessary stakeholders, which might
include:

e Local, regional and national media outlets (radio, TV, newspaper)

e Statewide emergency management agencies (PEMA, PUC)

e PNG’s call center representatives

e Other internal stakeholders (Government Relations, large customer representatives, etc.)

Further, the Communications Officer is responsible for the oversight of updating the company’s
digital platforms, including Twitter, Facebook, email as well as the external company website.
Regardless of the outlet, care should be taken to make sure the company — via the
Communications Officer — is following a “one message, one voice” system, to ensure incident
updates are consistent across all mediums, balancing the need to provide information to internal
and external stakeholders, while also protecting the integrity and reputation of the company.

Note: In events where more than one emergency plan is activated, and the Incident Manager is
actively prioritizing and coordinating the activities of resources across multiple plans, the
Communications Officer reports to the Incident Manager so they canadvise on communications-
related matters across all active plans.

Typical Tasks:

O Gather necessary information from the Incident Manager

O Coordinate responses to media inquiries. Prepare press releases, email updates, Social

media, internal communication updates in a timely manner.

Act as the primary company spokesperson

Coordinate all internal communications, including sending company-wide text messages

and updating the employee hotline when necessary.

O Establish a presence at the site of incident as necessary

(O Establish a media briefing area as necessary. If multiple agencies are involved in the
incident, the Communications Manager should work with peers to develop messaging

O Receive approval of all internal and external communications from the Incident Manager

O Monitor and report media activities to the Incident Manager

aa
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O Attend all update meetings/calls held during the incident

O Create and manage a media contact list

O Coordinate regulatory activity (With the Regulatory Officer)

O Maintain a media activity log and perform areview after the event

O Monitor and report digital/social media conversations to the Incident Manager

Peoples Natural Gas Incident Management Plan 19
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Position Description and Typical Tasks List

The Regulatory Officer is responsible for working with the entire team to understand the nature
of the event, communicating with Federal, State and Local Officials and Regulators during an
event, including:

e State Governors’ offices

e State Representatives and Senators and their staffs

e City and county officials and their staffs

e State Public Utility Commissioners and their staffs

e Local municipalities
To ensure consistent messaging during and after an event, the Regulatory Officer reports to the
Communications Officer.

Note: In events where more than one emergency plan is activated, and the Incident Manager is
actively prioritizing and coordinating the activities of resources across multiple plans, the
Regulatory Officer reports to the Incident Manager so they can advise on regulatory-related
matters across all active plans.

Typical Tasks:

O Provides updates to State Public Utility Commissions

O Responsible for real time communication with elected officials

O Coordinates regulatory messaging with the General Counsel when necessary

O Keeps PNG regulatory staff updated with all pertinent event information and activities

O During and after an event, provides assistance as needed in the filing of regulatory reports

20 Peoples Natural Gas Incident Management Plan
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Emergency Response Manager
Position Description and Typical Tasks List

The Emergency Response Manager is the key leader in all aspects of the management of
Peoples’ Emergency Response Plan and reports directly to the company’s Incident Manager. In
this role, the Emergency Response Manager will oversee and coordinate all response and
recovery efforts during an emergency event. Once such an event occurs, the Emergency
Response Manager, in coordination with the Incident Manager, will activate the necessary parts
of the company’s Emergency Response Plan.

Typical Tasks:

Act as an advisor to the Incident Manager during an event

Oversee and coordinate all response and recovery efforts during an emergency event,

utilizing the company’s Emergency Response Plan

Manage and assign all Emergency Response Team members’ activities

Schedule and lead all Emergency Response Team conference calls/meetings

Schedule Emergency Response Team members’ rotation schedules, as necessary

Ensure all team coordinators have the necessary personnel to achieve recovery and

response efforts

Ensure all recovery deadlines are realistic and able to be met, and if not, update the

deadlines as necessary

O Develop areturn to normal schedule, based on recovery deadlines, and submit to Incident
Manager for approval

O Communicate event status, response and recovery status and other necessary information
to the Incident Manager

O Coordinate with Communications Officer to provide information to be disseminated to
internal and external audiences, as necessary

O Maintain event logs and ensures team members are also completing required forms

a
a
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Business Continuity Manager
Position Description and Typical Tasks List

The Business Continuity Manager is the key leader in all aspects of the management of Peoples’
Business Continuity Plan and reports directly to the company’s Incident Manager. In this role,
the Business Continuity Manager will oversee and coordinate all response and recovery efforts
during an event that prevents the company from operating in a normal manner. Once such an
event occurs, the Business Continuity Manager, in coordination with the Incident Manager, will
activate the necessary parts of the company’s Business Continuity Team.

Typical Tasks:

a
a
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Act as an advisor to the Incident Manager during an event

Oversee and coordinate all response and recovery efforts during a Business Continuity
event, utilizing the company’s Business Continuity Plan

Manage and assign all Business Continuity Team members’ activities

Schedule and lead all Business Continuity Team conference calls/meetings

After the event assessment has been completed, create a detailed business recovery plan
Schedule Business Continuity Team members’ rotation schedules, as necessary

Ensure all team coordinators have the necessary personnel to achieve recovery and
response efforts

Ensure all recovery deadlines are realistic and able to be met, and if not, update the
deadlines as necessary

Develop areturn to normal schedule, based on recovery deadlines, and submit to Incident
Manager for approval

Communicate event status, response and recovery status and other necessary information
to the Incident Manager

Coordinate with Communications Officer to provide information to be disseminated to
internal and external audiences, as necessary

Maintain event logs and ensures team members are also completing required forms

Peoples Natural Gas Incident Management Plan
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Cyber Security Manager

Position Description and Typical Tasks List

The Cyber Security Manager is the key leader in all aspects of the management of Peoples’
Cyber Security Plan and reports directly to the company’s Incident Manager. In this role, the
Cyber Security Manager will oversee and coordinate all response and recovery efforts during an
event that prevents the company’s IT systems from operating normally. Once such an event
occurs, the Cyber Security Manager, in coordination with the Incident Manager, will activate the
necessary parts of the company’s Cyber Security Team.

Typical Tasks:

a
a
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Act as an advisor to the Incident Manager during an event

Oversee and coordinate all response and recovery efforts during a Cyber Security event,
utilizing the company’s Cyber Security plan

Manage and assign all Cyber Security members’ activities

Schedule and lead all Cyber Security team conference calls/meetings

Schedule Cyber Security team members’ rotation schedules, as necessary

Ensure all teams have the necessary personnel to achieve recovery and response efforts
Ensure all recovery deadlines are realistic and able to be met, and if not, update the
deadlines as necessary

Develop areturn to normal schedule, based on recovery deadlines, and submit to Incident
Manager for approval

Communicate event status, response and recovery status, and other necessary information
to the Incident Manager

Coordinate with Communications Officer to provide information to be disseminated to
internal and external audiences, as necessary

Maintain event logs and ensures team members are also completing required forms

Peoples Natural Gas Incident Management Plan 23
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Physical Security Manager
Position Description and Typical Tasks List

The Physical Security Manager is the key leader in all aspects of the management of Peoples’
Physical Security Plan and reports directly to the company’s Incident Manager. In this role, the
Physical Security Manager will oversee and coordinate all response and recovery efforts during a
physical security event. Once such an event occurs, the Physical Security Manager, in
coordination with the Incident Manager, will activate the necessary parts of the company’s
Physical Security Team.

Typical Tasks:

a
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Act as an advisor to the Incident Manager during an event

Oversee and coordinate all response and recovery efforts during a Physical Security
event, utilizing the company’s Physical Security Plan

Manage and assign all Physical Security Team members’ activities

Schedule and lead all Physical Security Team conference calls/meetings

After the event assessment has been completed, create a detailed recovery plan

Schedule Physical Security Team members’ rotation schedules, as necessary

Ensure all team coordinators have the necessary personnel to achieve recovery and
response efforts

Ensure all recovery deadlines are realistic and able to be met, and if not, update the
deadlines as necessary

Develop areturn to normal schedule, based on recovery deadlines, and submit to Incident
Manager for approval

Communicate event status, response and recovery status and other necessary information
to the Incident Manager

Coordinate with Communications Officer to provide information to be disseminated to
internal and external audiences, as necessary

Maintain event logs and ensures team members are also completing required forms

Peoples Natural Gas Incident Management Plan
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Appendix IM-1 - Conference Call /Meeting Initiation Protocol

1. Plan manager determines which positions of the
team will be activated.

2. Using the appropriate contact roster, begin with the
first person on the list and attempt to make contact
until a person confirms they will fill the role.

Call needs to be’

scheduled within 30 ——No—>»<

Send an Outlook invitation
to schedule the call. Be sure
to include the conference
number and passcode in the

_~Are email and
internet systems

Yes—»

N

. minutes? . working?
. 4 h > 4
/‘// \\\\ ////

message

Use phone call/text method to

Yes schedule the call, be sure to include
the conference number and passcode
in the message. Ask for confirmation
when using text method.

<«——No

\ 4

Be sure to receive confirmation within
5 minutes when using text method or
waiting for a return call then move on
to the next name on the list.

Conference Call Number (Same for all Plans)
External — 1-800-499-1133 Internal — x7950

Each plan has a unique Passcode
1. Incident Management Team
713156
2. Business Continuity Team
050298
3. Emergency Response Team
190467
4. Information Technology Cyber-Security Team
020049
5. Physical Security Team
418005
If the above internal conference lines are out of
service, use the AT&T conference bridge
1-888-204-5987, Access Code 6979957
Host Password 9738

Hold Conference Call

Did all invitee‘s‘;x
_ respond within
~. 30 minutes?

Y 4
/

/
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Appendix IM-2 - Incident Management Team Conference Call/Meeting
Agenda

Date:

Time:

Team members in attendance (perform roll call)

Position In Representative Name?

attendance?
Incident Manager

General Counsel
Safety Officer

Communications Officer

Regulatory Officer

Emergency Response Manager

Business Continuity Manager

Physical Security Manager

Cyber Security Manager

Plansactivated: ™ ER O BC O pPs O IT

Summary of current Incident Management Event:

Peoples Natural Gas Incident Management Plan 27
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General Counsel:

Safety Officer report:

Communications Officer report:

Regulatory Officer report:

28
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Emergency Response Manager report:

Business Continuity Manager report:

Physical Security Manager report:

Cyber Security Manager report:

Peoples Natural Gas Incident Management Plan
August 2023
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Outstanding Needs:
Next conference call:
30 Peoples Natural Gas Incident Management Plan
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Appendix IM-3 - Incident Management Action Plan Form
To be used for documenting specific tasks and goals

Incident

Name:

Operational Date and Time From:

Period: Date and Time To:

Description of

Event:

PNG Plans U Incident Q Cyber U Business Q O Emergency
Activated: Management Security Continuity Physical Response

Security

Action Plan Objective:
Specific Tasks by Plan Manager/Team Member:

Incident Manager

1.

2.

3.

4.,

5.

Peoples Natural Gas Incident Management Plan 31
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General Counsel

SA I R A N

Safety Officer

ISA I R I N

Communications Officer

aIrlwNdE

Regulatory Officer

A SR N N

32
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Emergency Response Manager

S e Rl A R

Business Continuity Manager

S IE Rl A M

Physical Security Manager

S el IRl A

Cyber Security Manager

SAEE R A M

Approved by Incident Manager

Date:

Time:

Incident Manager Signature:

Peoples Natural Gas Incident Management Plan
August 2023
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Appendix IM-4 - PNG Incident Management Plan Emergency Event Initial

Report Form

This formis to be completed by the Operations Center when receiving a report of a Company
emergency event. Contact the PNG Incident Manager and relay the information immediately
after the call.

y
/
.

~ Record All Available

/ Information on the
“ Form

Immediately
/\ Contact the PNG
‘ Incident Manager /

Receive the

Emergency Call :
N

A

Date: Time:

Name of person taking the call:

Caller name, title, department:

Phone number where caller can be reached:

Description of the event:

34 Peoples Natural Gas Incident Management Plan
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Is this a Gas Emergency?

Any injuries to PNG personnel?

Any PNG personnel taken to a hospital? Which one?

Any injuries to non-PNG personnel?

Any non-PNG personnel taken to a hospital? Which one?

Any damage to PNG sites or Property?

Any damage to non-PNG property?

Was there a building evacuation?

What was the cause of the damage/injuries?

Were Emergency personnel (911) notified? If notified are they on site?

Are phones working at the site?

Peoples Natural Gas Incident Management Plan
August 2023
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Are IT systems working?

Is the media on site? Have any statements been given?

Advise caller to stay in a safe area and remain available in case additional information is
required. Using the list below, Immediately contact the PNG Incident Manager and
communicate the eventinformation. Begin with the first person on the list and continue down

the list until you reach someone.

Name Work Phone Cell Phone

Paul Becker 412-258-4406 724-822-4728
Ed Palombo 412-258-4453 412-576-6715
Ron King 412-208-7920 412-514-7692

Luke Ravenstahl

412-258-4438

412-980-3335
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Appendix IM-5 - Incident Management Team Contact List

Contact Name

Work Phone

Cell Phone

Paul Becker 412-258-4406 724-822-4728 paul.becker@peoples-gas.com

Ed Palombo 412-258-4453 412-576-6715 Edward.a.Palombo@peoples-gas.com
Mike Turzai 412-258-4473 724-815-1349 Mike.turzai@peoples-gas.com

Jennifer Petrisek 412-208-6834 412-552-0671 Jennifer.petrisek@peoples-gas.com

Paul Pantages 412-208-6802 412-952-3021 Paul.pantages @peoples-gas.com
Chad Ravotti 412-208-7247 412-335-4961 Chad.R.Ravotti@peoples-gas.com

Jared Long 724-431-4928 724-822-4729 Jared.long@peoples-gas.com

Bill Roland 412-208-6537 412-657-3377 William.Roland@peoples-gas.com

Jason Christopher

412-208-6541

412-779-2901

jason.b.christopher@peoples-gas.com

Mark Pietrone 412-244-4395 412-660-0969 mark.pietrone@peoples-gas.com

Randy Ciotola 412-258-4660 412-906-1188 randy.r.ciotola@peoples-gas.com
Ron King 412-208-7920 412-514-7692 Ron.king@peoples-gas.com
Luke Ravenstahl 412-258-4438 412-980-3335 Iravenstahl@peoples-gas.com

Bob Thomas

814-269-6320

814-525-1415

Robert.thomas @peoples-gas.com

Peoples Natural Gas Incident Management Plan
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Appendix IM-6 - Executive ContactList

Contact Name Work Phone Cell Phone Home Phone
Mike Huwar 412-208-7922 412-495-0819 Michael.huwar@peoples-gas.com
. . 610-645-1068 . .
Chris Luning X51068 610-955-2546 N/A CPLuning@essential.co
Chris Franklin 61(;6;155-811068 610-324-3179 N/A chfranklin@essential.co
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AppendixIM-7 - PA Region 13 Contact List

Region 13 Utility Sub-Committee Contact Roster

Updated:8/3/2023

Last |~ First Title Company S E-mail Phone |~ Cell |~
Adams Carol Business Continuity Coordinator ALCOSAN cadams@alcosan.org 412-999-7740
Demasi Stacy Manager, Security ALCOSAN stacy.demasi@alcosan.org 412-758-0992
Motley-Wiliams |Julie Director of Administration ALCOSAN Julie.Motley-Wiliams@alcosan.org 412-734-6210 412-290-2703
Brown Matt Chief Allegheny County Emergency Services Matthew. Brown@AlleghenyCounty.US ~ |412-670-9350
Spurr Mike Fusion Center Intel Officer WPAHFC michael spurr@alleghenycounty.us (412)473-7063  |(412) 906-6874
Bianconi Mike Director of Water Operations Altoona Water Authority mbianconi@altoonawater. com 814-631-5981 %2120
DeAngelis Doug Water Purification Supervisor Altoona Water Authority ddeangelis@altoonawater.com 814-944.2597
Kelly Brad Director of Wastewater Operations Altoona Water Authority bkelly@altoonawater.com 814-241-3603
Lane Brennan | Wastewater Treatment Supervisor Altoona Water Authority blane@altoonawater.com 724-599-2658
Moyer Aaron [T Coordinator Altoona Water Authority amover@altoonawater.com 814-949-2247 x 2223
Cohen Ed Safety Specialist Aqua PA ecohen@aquaamerica.com 215-272-3456
Martin Zach Western Area Manager Aqua PA ZFMartin@aquaamerica.com JeR 01 120UT 1330 2680133
Paul Carol Plant Manager Aqua PA CJPaul@aquaamerica.com
Peck Christian  |FirstNet Principal Consultant AT&T CP140V@att.com 412-628-2657
Miketa Gene LEPC Beaver County gmiketa@beavercountypa.gov
Whipple Kevin Deputy EMA Director Beaver County kwhipple@beavercountypa.gov 724-622-5806
Hay Kerri I.T. Admin/ Engineering Asst Butler Area Sewer Authority khay@basapa.or 724-282-1978 724-766-4794
Slagle William Inspections Supervisor Butler Area Sewer Authority wslagle@basapa.org 724-282-1978 724-355-5368
Mercurio Philip Crime Center City of Pittsburgh philip.mercurio@pittsburghpa.gov 412-323-7844 412-352-6657
Burke Rick Operations Compliance Manager Columbia Gas rburke@nisource.com 724-416:6332 724-321-1155
Moldaovan Darren Compliance Specialist Columbia Gas dmoldavan@nisource.com 724-371-6533
Dillon John Director of Security Comcast John_dillon2@cable comcast.com 412-595-8380
Kaib Al EHS Specialist Comcast alfred kaib@comcast.com 412-289-3491
Roethlein Brianna Investigator Comcast brianna_roethlein@comcast.com
Stief Todd Security Supervisor Comcast todd stief@comcast.com 412-722-5723
Morin Lydia Executive Director Connect lydia@connectgovs.org 412-443-6700
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Morin Lydia Executive Director Connect lydia@connectgovs.org 412-443-6700
Barr Torey Customer Liaison Cordia torey.bamr@cordiaenergy.com 412-674-1104
Brassard Matt Northside Plant Manager Cordia matthew brassard@cordiaenergy.com | 757-708-4179
Johnson Mark Uptown Plant Manager Cordia mark.johnson@cordiaenergy.com 412-298-2585
Londino Alec Safety Manager Cordia alec londino@cordiaenergy.com 412-480-8692
Sarti Bryan Distribution Manager Cordia bryan.sarti@cordiaenergy.com 412-861-3037
Schneider Mark General Manager Cordia mark schneider@cordiaenergy.com 412-216-8016
Hoover Greg Utilities Director Cranberry Township greg.hoover@cranberrytownship.org

724-776-4806
Maurer Kelly Public Works Director Cranberry Township Kelly.Maurer@cranberrytownship.org x1164
Sedon Mike Manager, WWTP Operations Cranberry Township mike.sedon@cranberrytownship.org 724-776-4606  |724-272-1692
Kaminski Bob Cyber Security Advisor - Pittsburgh DHS CISA robert kaminski@hq.dhs.qov 412-239-4733
Mueller Derek Cyber Security Advisor/State Coordinator DHS CISA derek mueller@cisa.dhs.gov 202-322-9490
Winters Bob Protective Security Advisor DHS CISA bob.winters@cisa.dhs.qov 412-477-2976
Staby Bob Sr. Field Inteligence Analyst - TSA DHS TSA robert staby@tsa.dhs.gov 202-441-3646
Deluca James Security Associate Duguesne Light ideluca@duglight.com 412-495-2998
Ingram Adam Manager, Business Confinuity Duquesne Light aingram@dualight com
Johnson Bill Security Specialist Dugquesne Light wjohnson@duglight com 412-350-9190
Keller Jason Director, Operations Center Duquesne Light keller@duglight.com 412-393-2897 412-605-8662
Kunc Don Sr. Manager Distribution Operations Duguesne Light dkunc@Duglight.com 412-393-8006  |412-430-1174
Nelson Mike Sr. Manager Security Operations Duquesne Light mnelson@duglight.com 412-393-9763
Supan BJ Business Continuity Associate Duguesne Light wsupan@duglight.com 412-393-8632  |412-415-6557
Ronzitti Basil Bureau Chief Erie Wastewater bronzittic@erie pa.us (814) 870-1364
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814-870-8000 ext.
Costantini Ron Senior Manager, Administration Erie Water Works rcostantini@eriewaterworks.org 306 614-323-1385

814-870-8000
Ellsworth Chad Manager, Special Projects Erie Water Works cellsworth@eriewaterworks.org Ext 202 " |814-460-2451
Dana Mark Special Agent - WMD FBI-Pittsburgh mdanna@fbi.qov 202-834-5955
Jordan Tom Special Agent - WMD FBI-Pittsburgh tcjordan@fbi.qov (412)432-4188 | (412) 216-4467
Lauer Jason Special Agent-WMD Officer FBI-Pittsburgh [elauer@fbi.gov (412)432-4127  |(412) 848-5779
Punzo Mike Special Agent-Infragard Coordinator FBI-Pittsburgh mipunzo@fbi.gov 412-432-4356 646-315-2666
Armour Michael Sr Business Analyst First Energy marmourii @firstenergycorp.com 330-384-5882 330-592-6589
Lombardo Rob Regional External Affairs First Energy lombardor@firstenergycorp.com 724-453-3432 724.504-0507
Camp Justin Manager Fox Chapel Water Authority lump@foxchapelwater com 412-963-0212 412-016-6709
Hall Jake Operations Supervisor Fox Chapel Water Authority ihall@foxchapelwater.com 412-963-0212 412-480-7154
Kendrick Don Water Quality Manager Fox Chapel Water Authority drkendrick@foxchapelwater.com 412-480-7152
Ferguson lan Operations Manager Hampton-Shaler Water Authority ian.ferquson@hswa-pa.org 412-486-4867
Winklmann April Executive Director Hampton-Shaler Water Authority april winkmann@hswa-pa.org 412-486-4867 724-321-2212
Noto John Water & Wastewater Manager Midland Municipal Authority

412-264-4300 x
Walker Debbie  |Asst General Manager Moon Township Water Authority dwalker@moontma.com 114 412-327-7040
Kocak Sarah Water Quality Supervisor Municipal Authority of Westmoreland County | skocak@mawc.org 412-678-6065 x11|412-667-2214
Sheridan Colin Palice Supervisor Municipal Authority of Westmoreland County | csheridan@mawc.org 724-727-2620 724-610-6026
Warheit Katelyn Environmental Compliance Superintendent Municipal Authority of Westmoreland County  |kwarheit@mawc.org 724-454-0233
Kerr Scott Emergency Response Supervisor National Fuel Gas kerrs@natfuel.com 814-590-0744
McMullan Fred Waming Coordination Meteorologist National Weather Service Fred. Mcmullen@noaa.gov 412-262-1591
Branthoover Mike General Manager North Huntingdon Township Municipal Authority | MBranthoover@nhtma.org 724-863-2660
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Sanner Chris System Superintendent North Huntingdon Township Municipal Authority | csanner@nhtma.org 412-151-4571
Dunkle Josh Source Water Protection Lead PA American Water Joshua Dunkle@amwater com 412-691-0717
Hoke Jared Infrastructure Engineer - Security PA American Water jared hoke@amwater com 717673-2661
Landreth Phil Director - Enterprise Security PA American Water phillip.landreth@amwater.com
McCormick Frank Director - Business Continuity PA American Water francis.mccormick@amwater.com (732)615-8201
Stanton Jasun Production Assets Manager PA American Water Jasun.Stanton@amwater.com 412-884-5109
Stayrook Chuck Security Specialist - Western Area PA PA American Water Charles Stayrook@amwater.com 973-270-2367  |724-493-9835
McCaffrey Tom Source Water Protection PADEP tmccaffrev@pa. gov 412-442-4212
Moare Brian Director, Environmental Emergency Respanse PADEP briamoore@pa gov (717) 571-9832
Woodward Lisa Source Water Protection PADEP lisawoodwa@pa.aov 814-332-6410
Daniels Kristin Director PA Office of Homeland Security kridaniels@pa.qov (717) 346-4461
Shoff Allen Infrastructure Protection Specialist PA Office of Homeland Security ashoff@pa.gov (7T17)214-1296
Bernal Marcos Sr. Damage Prevention Liaison PA One Call mrbernal@pa1call.org 412-464-1113 412-999-8009
DeMoss Jon Director of Technology PA One Call icdemoss@pacal.org 412-464-7150  |412-298-1300
Dujmic Brandon |Damage Prevention Liaison PA One Call hdduimic@paicall.or 412-464-71103 412-427-0112
Kiger Bil President & CEQ PA One Call wokiger@pacallorg 412-464-7111  |412-638-5103
Montgomery  |Chance  |Damage Prevention Liaison PA One Call dcmontgomery@paicall.org 412-464-7109 412-503-3662
Nemanic Dan Damage Prevention Liaison PA One Call dinemanic@pacal.org 412-464-71102  |412-509-7232
Alkinburgh Wendy PaCIC Intell Analyst PA State Police/PaCIC walkinbura@pa.aov (717) 231-5887
Balcik Chris PSP RVAT West Supenvisor PA State Police/PaCIC cbalcik@pa.gov
Bleacher Ashley Intelligence Analyst Supervisor PA State Police/PaCIC ableacher@pa.aov 717-230-3328
Manns Steve Trooper PA State Police/PaCIC smanns@pa.qov 814-475-2341 814-475-2341
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Snyder Mike Program Coordinator PAWARN mikesnyder@pawarn.org (717)880-1303

Barker Phil Director PEMA Westemn Area pbarker@pa.qov 124-357-0109

Hajjar Mike Emergency Management Specialist PEMA Westem Area mhaiiar@pa.qov 724- 599-1341

Kane Mike DHS I&A Analyst PEMA Westemn Area mkane@pa.aov 724.357.0108

Kendall Ned Regional External Affairs Penelec nkendall@firstenergycorp.com (614) 269-6652  |(330) 703-6723
Acitell Michele  |District Utility and Grade Crossing Manager PennDOT District 11 miacitelli@pa.qov 412 429 3798

Bittner Travis Risk Advisor Peoples Natural Gas thitther@peoples-gas.com 724-454-2617

Ferrere Ronald Manager, Gas Control Peoples Natural Gas Ronald Ferrere@peoples-gas.com

Hurley Anthony  |Emergency Planning Consultant Peoples Natural Gas Anthony Hurley@peoples-gas.com 216-554-0558

Kuehn Dan Compliance Manager Peoples Natural Gas daniel kuehn@peoples-gas.com 412-244-4381

Kunz Michael Manager Operations Peoples Natural Gas michael kunz@peoples-gas.com 412-244-7165 412-370-8707
Potter Blake Director, Risk Management Peoples Natural Gas bdpotter@essential.co 412 398 5737

Ameel Adam Critical Infrastructure Manager Pittsburgh Public Safety adam.ameel@pittsburghpa.gov 412-906-1749

Schmidt Lee Pittsburgh Public Safety Director Pittsburgh Public Safety lee schmidi@pittsburghpa.gov 412-255-8973 412-420-4412
Budd Barry Security Manager Pittsburgh Water & Sewer Authority bbudd@pgh20.com 412-996-5584

Darcy Chris Security Coordinator Pittsburgh Water & Sewer Authority cdarcy@pagh20.com 412.586.0467

Felser Jason Director of T Pittsburgh Water & Sewer Authority JFelser@pgh20.com 412.606.2906

McFadden BJ Director of Operations Pittsburgh Water & Sewer Authority WMcFaddin@pgh20.com 412-612-9011

Stewart Kasey Sr. Manager of Safety & Security Pittsburgh Water & Sewer Authority KStewart@pghZo0.com 412 4950787

Turko Jeff Plant Operations Manager Pittsburgh Water & Sewer Autharity fturko@pgh20 com 412-606-4249

Gampbell Jim Electric Safety Division PUC [dcampbell@pa.gov 717-585-1951

Holko Mike Director of Cybersecurity PUC miholko@pa.gov 717-425-5327

McKinley Clinton Fixed Utility Valuation Engineer PUC cmckinley@pa.gov 717.783.6161

Niambele Lassine  |Fixed Ulility Valuation Engineer PUC Iniambele@pa.gov 717-315-4445
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Redman Ghana Emergency Response PUC redman@pa.qov T17-783-1546

Ruhl Derek Emergency Response PUC druhl@pa. gov 717-787-7904

Shaffer Ken Emergency Response PUC kennshaffe@pa.gov 717-787-2359

Carey Chris Sewickley Water Authority ccarey(@sewickleywater.org (412) 741-9180

Moeder Emily Government Account Manager T-Mobile emily. maeder@t-mobile.com 724-661-9021

Ombres David Government Account Executive T-Mabile david ombres@t-mobile.com 412-737-8675

Pike Doug Operations Manager Unity Township Municipal Auth dougp@utmapa.org 724-423-6888

Gurzo Mark District Office Security Manager US Attorney's Office Western District of PA | Mark Gurzo@usdoj.gov

Barletta Brant Network Supervisor Verizon Wireless brant barletta@verizonwireless.com 412-477-5888

Klabnik Matt Solution Architect Verizon Wireless matthew.klabnik@vzw.com 412-436-4989

Siegel Becky Govemnment Account Manager Verizon Wireless becky siegel@verizonwireless.com 412 508 8238

Walker Jennifer | Cybersecurity Threat Analyst Water ISAC walker@waterisac.org 412.651.7409
Ancosky John Manager, Operations Services West Penn Power jancosk@firstenergycorp.com 724-284-3535 724-443-4853
Brubaker Tracy General Manager, Distribution System Operations  |West Penn Power tbrubak@firstenergycorp.com (724) 219-2060

Manager, Regional External Affairs West Penn

Durr Randy Power/Penn Power West Penn Power rdur@firstenergycorp.com (724) 838.6895 (724) 288-2268
Estok Doug Acting Manager, Substation West Penn Power destok@firstenergycorp.com 814-528-1666

Smith David Manager DCC West Penn Power smithdi@firstenergycorp.com 330-802-7022

Evankovich Phil Safety & Emergency Operations Manager West View Water pevankovich@westviewwater.org 412-931-3292

Derstine Kendall  |DHS I&A Analyst Western PA All Hazards Fusion Center kendall.derstine@ha.dhs.gov 202-815-3594
Fenske Abigail Region 13 Intel Analyst Western PA All Hazards Fusion Center c-afenske@pa. qov 412-396-9799
Diana Mike Foreman Western Westmoreland Municipal Authority | mdiana@wwmaweb.com 724-864-0452  |412-973-3529
Gorski Stan Authority Manager Western Westmoreland Municipal Authority | sgorski@wwmaweb.com 724-864-0452 | 724-420-06875
Kovatch Cassandra | PIO/Community Outreach Coordinator Westmoreland County ckovatch@westmorelandcountypa.gov ~ |724-600-7305  |724-972-7078
Tantlinger Chris Deputy Emergency Management Coardinator Westmoreland County ctanflin@westmorelandcountypa.gov 724-600-7349 | 724-640-6601
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Ammon Lou Manager of Purification Wilkinsburg-Penn Joint Water Authority lammon@wpiwa.com 412-913-9181

Bianchi Brian Assistant Executive Director Wilkinsburg-Penn Joint Water Authority bbianchi@wpjwa.com 412-475-2911

Komandt Doug Executive Director Wilkinsburg-Penn Jaoint Water Authority dkomandt@wpjwa.com 412-243-6239

Russo Nick Operations Coordinator Wilkinsburg-Penn Joint Water Authority nrusso@wpjwa.com 412-512-0100
(412) 741-9180 x

Brooks Mark Director MBrooks@sewickleywater.org 2511
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